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Public Safety Communications Policy

Summary

Since September 11, 2001, the effectiveness of America’'s communications
capabilities in support of the information needs of first responders and other public
safety workers has been a matter of concern to Congress. The Intelligence Reform
and Terrorism Prevention Act of 2004 (P.L. 108-458) included sections that
responded to recommendations made by the 9/I1 Commission, in its report of July
2004, and by othersin recent years, regarding public safety communications. Most
public safety advocates consider that the communications failures following the
onslaught of Hurricane Katrina demonstrate that there is much still to be done to
providetheUnited Stateswith adequate communications capabilitiesin emergencies.
Whereashillsintroduced before Hurricane Katrinastruck the Gulf Coast havetended
to address public safety communications in broad terms, with an emphasis on
funding and interoperability, recent bills have put more emphasis on infrastructure.

In response to Hurricane Katrina, Senator Joseph I. Lieberman introduced S.
1725, abill, that expands a similar, earlier bill (S. 1274). The new bill gives equal
weight to building a more robust infrastructure and to assuring interoperability.
Senator John F. Kerry hasintroduced abill that would ook at devel oping aback-up
system to assure resilient communications for emergency responders (S. 1703).
Representative Reichert has introduced a bill (H.R. 4941) that would improve
standards for equipment used for homeland security, including interoperable
communications. Among hurricane reconstruction funding bills, oneintroduced by
Senator Mary L. Landrieuwould direct $600,000,000 specifically toal ouisanastate
program that would upgrade emergency communication statewide (S. 1765). Other
funding bills that cover communications include S. 1645 and S. 1762 (Senator
Boxer), S. 2412 (Senator Biden) and H.R. 1323 (Representative Stupak). The
Deficit Reduction Act of 2005 (P.L. 109-171) includesprovisionsfor upto $1 billion
for interoperable communications, as well as for improvements in 911 and
emergency alert systems.

At the end of the 108" Congress, significant steps were taken by Congress
regarding improvement in public safety communications, many of them in response
to recommendations by the 9/11 Commission. Commission recommendations for
action to improve communications and the testimony and comments of experts are
used asthe framework for this report in reviewing issues such as planning; spectrum
availability; new technologies like smart radios (software-defined radio, SDR);
funding; and longer term goalsand concerns. The nature of the problem of how best
to meet the nation’s emergency communications needs has not changed, but the
events of Hurricane Katrinaraised the level of awareness of the problem, among the
public and at every level of government. Asaresult, the second session of the 109™
Congressislikely to continueto pressfor detail ed responsesand measuresthat could
shape policy decisions going forward.

This report will be updated.
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Public Safety Communications Policy

Background

Public safety agenciesincludethe nation’ sfirst responders (such asfirefighters,
policeofficers, and ambulance services), 911 call center staff, and anumber of local,
state, federal—and sometimes regional—authorities. Communications, often
wireless radios, are vital to these agencies' effectiveness and to the safety of their
members and the public. Wireless technology requires radio frequency capacity in
order to function, and existing wireless technology is designed to work within
specified frequency ranges.

Different operations, different applications, different rules and standards, and
different radio frequencies are among the problems first respondersfacein trying to
communicate with each other. Interoperability, also referred to as compatibility or
connectivity, refersto the capability for different systemsto readily connect to each
other. Facilitating interoperability has been a policy concern of public safety
officialsfor anumber of years." However, public safety agencies—especially at the
local level—tend to rely on vendorsfor technical expertise. Interoperable solutions,
therefore, are often based on proprietary systems, limiting the scope of connectivity.
One way to bypass the vendor-driven planning that characterizes, and limits, public
safety communications could be to implement a national plan that encouraged
resource-sharing. At the level of national policy for emergency planning and
response, for example, goals for interoperability could include interchangeability,
assuring that equipment from any agency, state, or community could be used to
replace or supplement equipment in any area of the country, as needed.

Since September 11, 2001—when communi cationsfailures added to the horror
of the day—achievinginteroperability for public saf ety communications has become
an important policy concern for Congress. The damage to communications
infrastructure caused by Hurricane Katrinaand subsequent flooding hasrevealed the
extent to which the concerns of Congress, as expressed in legidation, have yet to be
acted upon. Although many replacementsfor lost communi cations equipment were
rushed to critical sitesin the Gulf Coast states, they were usually different systems
using different radio frequencies, with little or no capability for cross-
communication. Althoughinteroperability in communicationsiscorrectly perceived
as a subset of the larger problem of providing comprehensive communications
support, it is a pivotal solution. Interoperability provides redundancy and back-up
capacity, key elements for arobust network. Some have suggested that the current

! Difficultiesin communications after amajor plane crash in the Potomac River in January
1982 is often cited as the impetus for expanding interoperability in the Capital Area.
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definition widely used in discussing interoperability may be too general,? and that a
fuller articulation of planning goals should be developed to guide policy. Many
experts agree that—at this point in what can only be described as an ongoing crisis
in communications capacity—a critical missing element is planning at the national
level. In this view, national planning—whether undertaken at the federal level,
through a consortium of states, or other means—is needed to transcend proprietary
solutions and bring about consensus on common interfaces with uniform standards
that permit full interoperability and interchangeability for newer, digital equipment.

Planning: Post Katrina

Federalization of emergency responsefor disastersor catastrophic events could
become inevitable unless states and communities have adequate resourcesto act in
a timely manner. Current disaster response plans of the Federal Emergency
Management Agency (FEMA) are built on the assumption that local resources will
be adequate after adisaster strikes until additional resources arrive. The destructive
chaos that followed in the wake of Hurricanes Katrina and Rita revealed many
weakness in current assumptions and plans, such as those in the National Response
Plan and the National Incident Management System. Two critical pieces of
infrastructurefailed early on: electrical power and communications. A well-planned
and robust emergency communications system should be sustainable at reasonable
levelsof operation even after electrical power islost. Resourcesto sustain operations
include back-up generators and fuel, redundant systems, self-healing networks,
accessto multiple communicationschannels, common radio frequenciesfor wireless
communications, sufficient spectrum bandwidth to support communications needs,
and the proper equipment and infrastructureto makeit al work. Astestimony before
Congresshasregularly substantiated, industry plansfor disasters, preparesto the best
of its capacity, and carries out the plans as needed;® similar levels of planning and
capacity to respond need to be achieved for emergency communications (and other
public safety services) in communities.*

Since September 11, 2001, Congresshas passed important |egisl ation to respond
to problems revealed after the attacks on the World Trade Center and the Pentagon,
including problems of communications at the disaster sites. Provisions of the
Homeland Security Act of 2002 (P.L. 107-296) instruct the Department of Homeland

2 One frequently-cited definition of interoperability has been provided by the government
agency SAFECOM. “In general, interoperability refers to the ability of public safety
emergency responders to work seamlessly with other systems or products without any
special effort. Wirelesscommunicationsinteroperability specifically refersto the ability of
public safety officials to share information via voice and data signals on demand, in real
time, when needed, and as authorized.” [http://www.safecomprogram.gov].

® For example, testimony from telecommunications executives at hearing of Senate,
Committee on Commerce, Science and Transportation, “Communications in a Disaster,”
September 22, 2005.

* For exampl e, testimony and comments at hearing of House of Representatives, Committee
on Homeland Security, Subcommittee on Emergency Preparedness, Science, and
Technology, “ The State of Interoperable Communications: Perspectives from the Field,”
February 15, 2006.
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Security (DHS) to address some of the issues concerning public safety
communications in emergency preparedness and response and in providing critical
infrastructure. Telecommunications for first responders is mentioned in severa
sections, with specific emphasis on technology for interoperability.> Acting on
recommendations made by the National Commission on Terrorist Attacks Upon the
United States (9/11 Commission), Congress included several sections regarding
improvements in communications capacity—including clarifications to the
Homeland Security Act—in the Intelligence Reform and Terrorism Prevention Act
of 2004 (P.L. 108-458). These recommendations and some approaches to their
implementation are the main topics of this report.

Issues for the 109™ Congress

By requirementsit included in the Intelligence Reform and Terrorism Act—for
studies on interoperability strategies, use of technology, spectrum use, and more—
Congress has assigned itself a number of specific tasks of oversight regarding
emergency communications. Congressal so hasrecognized themany dilemmasfaced
by its constituents in supporting communications interoperability. It has in many
ways taken on the role of champion in support of programs for interoperability that
benefitlocal communities, statesand tribes. Some stepshave beentaken, particularly
within DHS, and Congress has demanded further advances.® Despiteindications of
progress, much remains to be done. Issuesthat could be addressed—collectively or
singly—by Congress, the Administration, the private sector, or others include the
development of along term strategy that coordinates both public safety spectrum
needs and interoperable communications needs, and the coordination of the various
studies requested by Congress and by the Administration. The findings and
recommendations from these studies are crucia to the advancement of policy for
public safety.

Accountability and Oversight. The achievement of a comprehensive set
of solutions for interoperability outside the federal government’'s own
communications needs appears to remain elusive. Participation of the federa
government in a national solution for interoperability does not necessarily require
federal ownership. Thefederal government isanimportant component, however, of
any network that might be put in place to provide interoperable communications. In
light of the critical role of federal participation, Congress could decide to extend its
oversight role; proposed | egislation also includes provisionsthat set higher standards
for performance from federal agencies, notably the Department of Homeland
Security. Thefirst of several planned Congressional investigationsinto shortcomings
in planning and responsefor disasterssuch as Hurricane K atrinahas been published.’

®> Notably, P.L. 107-296, Sec. 201. and Sec. 502.

¢ See for example, comments and questions of members during hearing of the House of
Representatives, Committee on Homeland Security, Subcommittee on Emergency
Preparedness, Scienceand Technology, “ Ensuring Operability During Catastrophic Events,”
October 26, 2005.

" “A Failure of Initiative: The Fina Report of the Select Bipartisan Committee to
(continued...)
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The administration also has released an account of the federal response to the
disaster.®

Leadership. Thedevastation caused by the 2005 hurricane season, especially
theimpact of Hurricane Katrinaon the Gulf Coast states, brought home to many how
large the gap is between intentions and execution. As noted in another CRSreport,’
after FEMA was absorbed by DHS it was effectively “ stripped” of responsibilities
for planning for emergency communications. The leadership role for preparing a
national strategy for communications interoperability was assigned to the Office of
Interoperability and Compatibility within DHS, resting primarily with the
SAFECOM program. The decision was made at the executivelevel that SAFECOM
would be the lead agency for communications interoperability, a position that was
strengthened by organizational changes within DHS, and ratified by Congress with
the passage of the Intelligence Reform and Terrorism Prevention Act.

Role of Military.® The 9/11 Commission has proposed using asignal corps
solution to improve communications capacity, without el aborating on how thismight
beachieved. (Someinformation onsignal corpsorganization and technology appears
later in this report.) Many experts familiar with the macro-level concepts of signa
corps communi cations support suggest that one approach for public safety could be
to upgrade the type of emergency communications equipment that can be brought to
a disaster site so that it resembles the far-reaching capabilities and capacity of the
Army Signal Corps yet is readily accessible to local first responders and other
officials "on the ground.” In many situations, search and rescue teams in New
Orleans and other devastated communities could not communicate with each other
becausetheir radiosdid not usethe samefrequencies. Thedifficultiesin coordination
placed an extraburden onrelief efforts. Rescue effortsimproved after military forces
arrived in part because of their units' superior communications resources. Effective
command-and-control operations depend on communicationslinks. Just asthe 9/11
Commission looked at the Army Signal Corps as a possible resource for improving
interoperable communications, many are now weighing the possibility of giving a
greater roleto the military for emergency response within the United States. Bottom
line, inthisview, today the military has the communications equi pment to do the job
of emergency response while FEMA, the states, and first responders do not.** The

7 (...continued)
Investigate the Preparation for and Response to Hurricane Katrina,” House of
Representatives, February 12, 2006.

8 “The Federal Response to Hurricane Katrina” Lessons Learned,” report to the President,
Frances Fragos Townsend, Assistant to the President for Homeland Security and
Counterterrorism, February 23, 2006.

® CRS Report RL33064, Organization and Mission of the Emergency Preparedness and
Response Directorate: Issues and Options for the 109" Congress, by Keith Bea.

19 | nformation on response capabilities is in CRS Report RL33095, Hurricane Katrina:
DOD Disaster Response, by Steve Bowman et al.

" Themilitary isgenerally perceived to have cutting-edge communi cations technol ogy and
clear chainsof command for thetechnology. A survey of perceptionsof capacity at the state
(continued...)
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technology exists, but it has not been deployed at meaningful levels. Although the
stories of thefailuresin organization in responding to disasters on the Gulf Coast are
legion, in the area of emergency communications it was usually the inadequate
technology that failed first, not the people.

Digital Television Transition and Public Safety Fund. The Balanced
Budget Act of 1997 requiresthe FCC to allocate 24 MHz of spectrum at 700 MHz*
to public safety, without providing a hard deadline for the transfer.®* The channels
designated for public safety are among those currently held by TV broadcasters; they
are to be cleared as part of the move from analog to digital television (DTV). The
9/11 Commission urged that Congress take prompt action to assure the release of
spectrum at 700 MHz—allocated for public safety, but not released—to support
needed i nteroperabl e network and more robust communi cationscapacity. Provisions
in the Deficit Reduction Act (P.L. 109-171) plan for the release of spectrum by
February 18, 2009* and would create a fund to receive spectrum auction proceeds
and disburse designated sums to the Treasury and for other purposes.® $7,363
million from these auctions would go to reduce the budget deficit as specified in
H.Con.Res. 95.1° Other disbursements from the fund include a grant program of up
to $1,000 million for public safety agenciesto deploy systemson 700 MHz spectrum
they will receive as part of the transition.’” The fund and disbursements are to be
administered by the National Telecommunications and Information Administration
(NTIA).

Effective October 1, 2006, the NTIA will be able to borrow funds for
communications interoperability grants. The Congressional Budget Office
anticipates that the grants program will receive $100 million in FY 2007, $370
million in 2008, $310 million in 2009 and $220 million in 2010.® The grants are
togoforinteroperability programsthat use or areinteroperablewith communications

1 (...continued)
and local level is being compiled in the SAFECOM Interoperability Baseline Survey.

12 Radio frequency spectrum is measured in hertz.  Radio frequency is the portion of
electromagnetic spectrum that carries radio waves. The distance an energy wave takesto
complete one cycleisits wavelength. Frequency isthe number of wavelengths measured
at agiven point per unit of time, in cycles per second, or hertz (Hz). Typical designations
are: kHz—xkilohertz or thousands of hertz; MHz—megahertz, or millionsof hertz; and GHz
—agigahertz, or billions of hertz.

1847 U.S.C. § 309 (j) (14).

143, 1932, Sec. 3002 (a) (1) (B).

153, 1932, Sec. 3004 (3) “(E) “(I) and (ii).
18 S, 1932, Sec. 3004 (3) “ (E) “ (iii).

17 S, 1932, Sec. 3006.

18 Congressional Budget Office Cost Estimate, S. 1932, Deficit Reduction Act of 2005,
January 27, 2006, p. 21, [http://www.chbo.gov/showdoc.cfm?index=7028& sequence=0].
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systems that can work at 700 MHz.*® The act also requires the release of spectrum
by February 2009. For the funds to be used effectively, therefore, states would
benefit from completed plans for using 700 MHz. Although there are a number of
provisions for funding programs for communications and planning, none of the
existing programsis designed to profit from the new grants program.

Intelligence Reform and Terrorism Prevention Act

The National Commission on Terrorist Attacks Upon the United States (9/11
Commission) analysis of communications difficulties on September 11, 2001 was
summarized in the following recommendation.

Congress should support pending legislation which provides for the expedited
and increased assignment of radio spectrum for public safety purposes.
Furthermore, high-risk urban areas such as New York City and Washington,
D.C., should establish signal corps unitsto ensure communications connectivity
between and among civilian authorities, local first responders, and the National
Guard. Federal funding of such units should be given high priority by
Congress.®

The Commission, in this paragraph, recognized the important link between
accessto spectrum and the effectiveness of communicationstechnology. Briefly, the
recommendation says:

o free up and assign more spectrum for public safety use;

e establish communications support (the role of a signa corps
typicaly is to provide information systems and networks for real-
time command and control);

e with inter oper able communications (connectivity); and

e prioritize funding these communications operations for high-risk
urban areas.

Spectrum Allocation

With the passage of the Deficit Reduction Act, Congress has achieved an
important milestonein providing adate certain for the release of spectrum for pubic
safety use.?* Thisspectrumwill providewhat isknown as*green space,” unoccupied
frequencies that can be used to support new systems without disrupting operations
on other radio frequency waves.

Improving Spectrum Capacity for Public Safety. The Intelligence
Reform and Terrorism Prevention Act requires the FCC, in consultation with the
Secretary of Homeland Security and the National Telecommunications and

19,1932, Sec. 3006 (8) (1) and (d) (3).

2 The Nationa Commission on Terrorist Attacks Upon the United States, The 9/11
Commission Report: Final Report of the National Commission on Terrorist Attacks Upon
the United States, (Washington: GPO, 2004), p. 397.

2 February 18, 2009. S, 1932, Sec. 3002 (a) (1) (B).
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Information Administration (NTIA),% to conduct a study on the spectrum needs for
public safety, including the possibility of increasing the amount of spectrum at 700
MHz.2 Thisprovision isresponsiveto the many public safety officialswho believe
that additional spectrum should be assigned for public safety use—and not
exclusively for first responders.* In addition to providing spectrum for other types
of users, the spectrum available for public safety should be able to support high-
speed transmissions capable of quickly sending data (such as photographs, floor
plans and live video). This requires providing frequencies with greater bandwidth
to enable wireless broadband and new-generation technologies.  Although radio
frequencies have been designated for state and local public safety useinthe 700 MHz
range, there are no allocations specifically for federal use at 700 MHz and the
bandwidth assignments are judged by most experts to be too narrow for full
broadband. Many have advocated that additional spectrum be allocated at 700 MHz
toaccommodatefederal usersand to support newer, broadband wirel esstechnol ogies
as part of a nationwide network for public safety communications. The Spectrum
Coalition for Public Safety has circulated proposed legislation that would allocate
additional spectrum at 700 MHz for use by state and local first responders, critical
infrastructure industries, and federal public safety agencies.

In the study requested by Congress, the FCC sought comment on whether
additional spectrum should bemadeavailablefor public safety, possibly fromthe 700
MHz band. Comments received from the public safety community overwhelmingly
supported the need for additional spectrum, although other bands besides 700 MHz
were also mentioned. The FCC did not make a specific recommendation for
additional spectrum allocationsin the short-term although it stated that it agreed that
public safety “could make use of such an alocation in the long-term to provide
broadband services.”? It qualified thisstatement by observing that spectrumisonly
one factor in assuring access to mobile broadband servicesfor emergency response.
It further announced that it would move expeditiously to seewhether the current band
plan for the 24 MHz at 700 MHz currently designated for public safety could be

ZThe NTIA, Department of Commerce, administers federal use of spectrum.
Z pL.108-458, Title VII, Subtitle E, Sec. 7502 a.

241n 1997 amendmentsto the Communications Act of 1934, Congress defined public safety
services as “ services—(A) the sole or principal purpose of which isto protect the safety of
life, health or property; (B) that are provided (i) by State or local government entities; or (ii)
by nongovernmental organizations that are authorized by a governmental entity whose
primary mission isthe provision of such services; and (C) that are not made commercially
availableto the public by the provider.” [47 U.S.C. 8 337 (f)(1)]. The Intelligence Reform
and Terrorism Prevention Act uses the more restrictive definition of first responders as
provided in the Homeland Security Act of 2002 (6 U.S.C. § 101).

% Spectrum Coalition for Public Safety at [http://www.spectrumcoalition.dc.gov/html/
home.html].

% Report to Congress on the Sudy to Assess Short-term and Long-term Needs for
Allocations of Additional Portions of the Electromagnetic Spectrumfor Federal, State and
Lxcal Emergency Response Providers, Federal Communications Commission, December
19, 2005, paragraph 99, at
[http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-262865A 1. pdf]. Viewed
December 27, 2005.
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modified to accommodate broadband applications.?” On March 17, 2006, the FCC
issued arequest for comment on a new band plan that would allocate spectrum for
broadband use by first responders within the 24 MHz currently assigned for public
safety. The same proposed rulemaking also asks for additional comment on the
possible adaptation of awireless broadband standard for interoerability.?

Although, cumulatively, radio frequencies designated for non-federal public
safety total over 90 MHz,? the characteristics of these frequencies are dis-similar,
requiring different technological solutions. The fragmentation of spectrum
assignments for public safety isasignificant barrier to achieving interoperability in
the future, and is presently among the technical problems that plague public safety
communications, such as out-of-date equipment, proprietary solutions, congestion,
and interference. The immediate barrier to achieving radio communications
interoperability is—simply put—that UHF and VHF frequencies®® cannot connect
directly with each other, and that older, analog equipment widely used below 512
MHz cannot connect with newer digital equipment at 800 MHz. Technology for new
frequenciesat 4.9 GHzisstill inthe early stage of devel opment but these frequencies
appear suitable primarily for local-area (short-range) transmission. None of the
above frequency assignments can, using current technology, support wide-area
communications relying on high-speed, data-rich transmissions. Providing new
spectrum at 700 MHz for key communications capabilities, including interoperable
connections, is viewed by many as the optimal solution for overcoming problems
caused by incompatible radio frequencies and technologies.

Theneed for greater spectral capacity will grow with the number of participants
in interoperable systems and the amounts of information being shared on these
systems. Bottlenecks in communications are a problem that is already manifest
among federal computer networks and landline transmissions, and many believe it
will worsen as more information is pushed through. As emergency response units
become more mobile, demand for time-critical, wireless communications capacity
will also increase. New technologies that improve communications capacity are
being introduced almost continuously, but the need to provide suitable spectrum for
afull range of voice and data communications will persist.

2 |bid., paragraph 100.

% FCC, Eighth Notice of Proposed Rule Making, WT Docket 96-86, released March 17,
2006.

% Estimated at approximately 97 MHz in Testimony of Michael K. Powell, Chairman,
Federal Communications Commission, at Hearing of Senate Committee on Commerce,
Science and Transportation, “ Spectrum for Public Safety Users,” September 8, 2004. The
NTIA has apparently not supplied a similar estimate of frequencies assigned to federal
agencies that are or can be accessed for public safety purposes.

% Very High Frequency (VHF) operates in bands between 30 MHz to 300 MHz and Ultra
High Frequency (UHF) operates in bands between 300 MHz and 3 GHz.
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Communications Support and Interoperability

The 9/11 Commission recommendation to use signal corps to assure
connectivity in high-risk areas is apparently a reference to the Army Signal Corps.
In testimony before Congress, Commissioner John F. Lehman commented on the
lack of connectivity for first responders and referred to the “tremendous expertise”
of the Department of Defense (DOD) and itscapabilitiesin procurement, technol ogy,
and research and development. Referring specifically tothe Army Signal Corps, Mr.
Lehman suggested that the DOD should have responsibility to provide “that kind of
support to the first respondersin the high-target, high risk cities like New Y ork.”*

The role of a signal corps typically is to provide information systems and
networks for real-time command and control. The Army maintains mobile unitsto
provide capacity and specialized support to military operations, worldwide.
According to the U.S. Army Info Site on the Internet

The mission of the Signal Corpsisto provide and manage communications and
information systems support for the command and control of combined arms
forces. Signal support includes Network Operations (information assurance,
information dissemination management, and network management) and
management of the electromagnetic spectrum. Signal support encompasses all
aspectsof designing, installing, maintai ning, and managing informati on networks
to include communications links, computers, and other components of local and
wide area networks. Signal forces plan, install, operate, and maintain voice and
data communications networks that employ single and multi-channel satellite,
tropospheric  scatter, terrestrial microwave, switching, messaging,
video-teleconferencing, visual information, and other related systems. They
integrate tactical, strategic and sustaining base communications, information
processing and management systemsinto aseamlessglobal information network
that supports knowledge dominance for Army, joint and coalition operations.®

The Army Signal Corpsisintended to provide a communications backbone, a
corenetwork, withimportant elements such as spectrum management, the operation
of communications centers, and support of communications networks that include
both large area regional communications and radio coverage for local wireless
interoperability. The Corps communication backbone delivers connectivity on site
among combined forces and connectivity to command centers. These operationsare
scalable and can be deployed when and where needed.

Interoperability: SAFECOM. Responsibility to coordinate and rationalize
federal networks, and to support interoperability, has been assigned to SAFECOM
by the Office of Management and Budget (OMB) asan e-government initiative. This

3 Testimony of Commissioner John F. Lehman, National Commission on Terrorist Attacks
Upon the United States, Hearing, House of Representatives, Committee on Government
Reform, “Moving from ‘Need to Know’ to ‘Need to Share,’” August 3, 2004.

2 From [ http://www.us-army-info.com/pages/mos/signal/signal .html]. Viewed October 13,
2005.
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role has been supported by the Administration® and confirmed by Congress with
language in the National Intelligence and Terrorism Prevention Act.* Programs at
SAFECOM, now placed within the DHS Office for Interoperability and
Compatibility, are primarily consultative in nature and focused on administrative
issues. Whileit makesimportant contributionsto testing equipment and working on
technical and operational standardsfor interoperableequipment, SAFECOM doesnot
appear to be planning for astandardized approach that can encompass state networks
for public safety communications.

Interoperability: Integrated Wireless Network. Separately, an Integrated
WirelessNetwork (IWN) for law enforcement isbeing planned as ajoint program by
the Departments of Justice, the Treasury, and Homeland Security. DHS is
represented in the IWN Joint Program Office through the Wireless Management
Office of the Chief Information Officer.® IWN, from its description, will have
limited interoperability at the state and local level. The described objective of IWN
is network integration for “the nation’s law enforcement wireless communication,
and data exchange capability through the use of a secure integrated wireless
network.” % Most of the parameters of the IWN program—equipment, technologies,
standards, use of spectrum, etc.—will be established through the final choice of
vendor or vendors and the network solutions proposed. There are some specific
requirements, such asfor open standards or standardsthat arereadily availableto all
—such as Project 25— and use of VHF frequencies already assigned to federal
users.® Currently, the program has selected five companies as semi-finalists.®
These companies have been asked to submit a detailed system design and an
implementation plan®* and are encouraged to provide “innovative, big-picture,

* Testimony of Karen S. Evans, E-Gov/IT Director, Office of Management and Budget,
Hearing of the House of Representatives, Committee on Government Reform, Joint Hearing,
Subcommittee on National Security, Emerging Threats and International Relations and
Subcommittee on Technology, Information Policy, Intergovernmental Relations and the
Census, “Public Safety Interoperability: Can Y ou Hear Me Now?,” Nov. 6, 2003.

% p L. 108-458, Title VII, Subtitle C, Sec. 7303 (a) (2).

% Memorandum of Understanding Between the Department of Homeland Security, the
Department of Justice, and the Department of the Treasury Regarding a Joint Tactical
Wireless Communications System, at [http://www.usdoj.gov/jmd/iwn/schedule.html].
Viewed October 13, 2005.

% Request for Comment, Draft Phase 2 Request for Proposals, October 13, 2004, C.2.3 (a),
p. 8 at [http://www.usdoj.gov/jmd/iwn/schedule.ntml]. Viewed October 13, 2005.

3" Request for Comment, Draft Phase 2 Request for Proposal's, October 13, 2004, C.2.1 (d),
p. 8 at [http://www.usdoj.gov/jmd/iwn/schedule.ntml]. Viewed October 13, 2005.

% Presentation by Michael Duffy, Deputy Chief Information Officer, E-Gov, Department
of Justice, at Integrated Wireless Network (IWN) Industry Day, April 27, 2004.

¥ They are: AT&T, Boeing, General Dynamics, Lockheed Martin and Motorola. From
Results of the IWN Phase | Downselect at [ http://www.usdoj.gov/jmd/iwn/schedul e.html].
Viewed October 13, 2005.

“0 Request for Comment, Draft Phase 2 Request for Proposal's, October 13, 2004, A .4 (a),
p. 3 at [http://www.usdoj.gov/jmd/iwn/schedule.ntml]. Viewed October 13, 2005.
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solution sets.”*  The departmental objectivesfor coverage are: major metropolitan
areas; major highways, U.S. land and sea border areas; and ports of entry.** The
reported estimated cost for IWN is $10 billion.** Funding is provided jointly from
budgeted sums designated for the upgrading of communications equipment to meet
NTIA requirementsfor narrowbanding and interoperability.* Although the network
being sought isintended to serve law enforcement users within the three sponsoring
departments, descriptions of the program invoke the possibility that IWN will
provide the template for national interoperability.*

Interoperability: First Responders. Intermsof achievinginteroperability
for the nation’s first responders, the deployment of IWN could be viewed by some
asaglassthat iseither half empty or half full. Among the positive contributionsthat
IWN will provide to public safety communications are: the eventual adoption, on a
massive scale, of a network architecture that can be emulated by all—presumedly
with standardized interfaces; coordination of communications and interoperability
among important components of homeland security; and significant improvements
in communications technology and the efficient use of spectrum.

There could be questionsasto how thisproject, running parallel with plansfrom
the Office of Interoperability and Compatibility, will impact the goal that Congress
has set for nationwideinteroperability. Will it, for example, delay work on standards
development until the process of vendor selection is complete and the standards for
IWN have been fully established? Will the proposed interface between federal law
enforcement personnel and selected state and local officials be extendable to, say,
interoperability between those officials and local firefighters or EM S personnel ?
Should other federal networks be built along functional lines and then linked with
IWN, possibly providing the connectivity needed at the state and local level among
different types of responders? Will there be a link to emergency alert and warning
systems? Could IWN serve as a connecting link between state and local first
responder networks and the military. The specification to use federal frequencies
apparently solves the problem of spectrum access for IWN but does not appear to
move toward the solution to the vexing problem of providing suitable radio
frequenciesfor interoperability for first responders. The frequenciesthat IWN isto

“I Request for Comment, Draft Phase 2 Request for Proposals, October 13, 2004, C.2.1(c),
p. 7 at [http://www.usdoj .gov/jmd/iwn/schedule.ntml]. Viewed October 13, 2005.

2 |bid.

3 “Massive Federal Wireless Project Delayed,” by Wilson P. Dizard |11, GCN, March 30,
2005.

“ Memorandum of Understanding Between the Department of Homeland Security, the
Department of Justice, and the Department of the Treasury Regarding a Joint Tactical
Wireless Communications System, and Presentation by Michagl Duffy, Deputy Chief
Information Officer, E-Gov, Department of Justice, at Integrated Wireless Network (IWN)
Industry Day, April 27, 2004.

“* “The successful deployment and operation of IWN will be a key enabler for national
coordination capability,” in Request for Comment, Draft Phase 2 Request for Proposals,
October 13, 2004, C.2.5 (b) (1), p. 10 at [http://www.usdoj.gov/jmd/iwn/schedule.html].
Viewed October 13, 2005.
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use are the same frequenciesthat were generally not avail able to those responding to
terrorist attacks on September 11, 2001.

Emergency Communications: New Legislation

Congress responded to recommendations for improvements in programs to
support communi cationsand foster interoperability withlanguageinthe Intelligence
Reform and Terrorism Prevention Act that raises the bar for performance and
accountability, aswell as easing some of the obstaclesto performance.*® Among the
program goalsthe act setsfor the Department of Homeland Security and the Federal
Communications Commission are the following.

e Develop a comprehensive, national approach for achieving
interoperability.

Coordinate with other federal agencies.

Establish appropriate minimum capabilities for interoperability.
Accelerate development of voluntary standards.

Encourage open architecture and commercial products.

Assist other agencies with research and development.
Prioritizewithin DHSfor research, devel opment, testing and rel ated
programs.

Establish coordinated guidance for federal grant programs.
Provide technical assistance.

Develop and disseminate best practices.

Establish performance measurements and milestonesfor systematic
measurement of progress.*’

Proposed Legislation for Emergency Communications. Responding
to the catastrophic failure of emergency communications in Gulf Coast States after
the passage of Hurricane Katrina, Senator Joseph I. Lieberman presented a broad-
based bill for changes in management of emergency communications within the
Department of Homeland Security. Some of the elements of S. 1725 were in an
earlier bill, S. 1274, introduced by the Senator in June 2005. S. 1725 was passed by
the Committee on Homeland Security and Governmental Affairs on September 22,
2005 and reported, asamended in mark up, to the Senate on September 29 by Senator
Susan M. Callins.

Thethrust of S. 1725, the Assure Emergency and Interoperable Communications
for First Responders Act of 2005, as reported, isto raise the level of accountability
by DHS for the performance of emergency communications by expanding the
department’s responsibilities and by providing more detail about what is to be
accomplished. The option of creating an Office for Interoperability and
Compatibility within DHS that is part of P.L. 108-458" would be amended to
becomearequirement for an Office of Emergency Communications, Interoperability

“6 A discussion of federal programsisincluded in the Appendix of thisreport.
“7 P L. 108-458, Title VII, Subtitle C, Sec. 7303 (a) ().
6P| . 108-458, Title VII, Subtitle C, Sec. 7303 (a) (2).
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and Compatibility. Among the responsibilities specified for the office would be: to
conduct extensive outreach programs nationwide for theimprovement of emergency
communications; to coordinatewith the National Communication System; to devel op
anational strategy; to develop anational architecturethat “ defines components of an
interoperable system and how they fit together; to set up atask force with broad
responsibilities; to work with the Office of Domestic Preparedness in helping to
create regiona task forces, among other goals, and in funding and conducting a
number of pilot programs. Goals of the pilot programs include testing new
technology in areal-world environment; encouraging more efficient use of existing
resources, and testing and deploying more robust and effective public safety
communications systems. Other responsibilities of the office encompass working
with the private sector to develop solutions to improve communications and
interoperability; to usemodeling and simulation for training exercisesand to develop
command-and-control functionality; and to take all necessary steps to improve
emergency communications capabilities and to achieve communications
interoperability.

The bill would amend the definition of “Interoperable Communications’ as it
appears in P.L.108-458% to read “Interoperable Communications and
Communications Interoperability,” and adds a definition for “Emergency
Communications Capabilities.” This term describes the uninterrupted flow of
information to emergency responders at al levels, even after significant loss of
capacity and critical infrastructure.®

Other provisions in the bill that reaffirm or slightly modify provisions passed
as part of P.L. 108-458, include sections on pilot programs for communications in
high-risk urban areas,™ for collaboration with the Department of Defensein research
and development,> and in requirements for statesin order to qualify for funding.*
S. 1725 would establish a panel to work with the Office of Domestic Preparedness
in reviewing grants. The review panel would include members with technical
expertise in emergency communications and interoperability as well as emergency
response providers.

Evauating the need for more robust emergency communications system,
Senator John F. Kerry has proposed the Communications Security Act (S. 1703).
Thebill would amend the Homeland Security Act to require astudy by DHS and the
FCC of “the technical feasibility of creating a back-up emergency communications
system that complements exi sting communi cations resources and takes into account
next generation and advanced telecommunications technologies.” Among the
technologies to be considered are satellite connections. The language of the bill

% Sec. 7303 (g) (1).
0 S, 1725, Sec. 3 (b).

*1'S, 1725, ‘ Sec. 316 would amend Title 11, Homeland Security Act. Similar language
appearsin P.L. 108-458, Sec. 7304

2.G, 1725, ‘Sec. 314, ‘(b). A recommendation to consult DOD for development of pilot
projectsisin P.L. 108-458, Sec. 7304 (d).

%% S. 1725, Sec. 107 and P.L. 108-458, Sec. 7303 (f).
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would equip all public safety entities with the necessary equipment, this could be
interpreted to include 911 call centers, an important part of the emergency
communications safety net.

The need to improve standards and accel erate their development is addressed
inabill by Representative David G. Reichert (H.R. 4941). The Homeland Security
Science and Technology Enhancement Act would require the Department of
Homeland Security to take actionsto support the devel opment of standards consi stent
with voluntarily developed standardsin anumber of categoriesrelated to homeland
security; interoperable communicationsfor wirelessand wireline networksisamong
these categories. Standardsfor training, including planning and joint exerciseswould
also be addressed. Other sections of the bill deal with technology development and
transfer, the Homeland Security Institute, the Homeland Security Technology
Advisory Committee, the Regiona Technology Integration Program, cybersecurity
research and development, standardsfor critical infrastructure information systems,
scholarship and fellowship programs, and ademonstration program for surveillance
cameras.

Related Legislative Initiatives

High-Risk Urban Areas. The 9/11 Commission recommendation urged
immediate funding of signal corps in high-risk urban areas to assure connectivity
“among civilian authorities, local first responders, and the National Guard.” Theact
responded by amending the Homeland Security Act to specify that DHS isto give
priority to the rapid establishment of interoperable capacity in urban and other areas
determined to be at high risk from terrorist attack. The Secretary of Homeland
Security isrequired to work with the FCC, the Secretary of Defense, and appropriate
stateand | ocal authoritiesto providetechnical guidance, training, and other assistance
asappropriate.® Minimum capabilitiesfor “all levels of government agencies,” first
responders, and others include the ability to communicate with each other and to
have “appropriate and timely access’ to the Information Sharing Environment, an
initiative treated elsewhere in the act.>

The act further requiresthe Secretary of Homeland Security to establish at |east
two pilot programs in high threat areas. The process of development for these
programs is to contribute to the creation and implementation of a national model
strategic plan.®® The purpose of this plan is to foster interagency communications
at al levels of the response effort.>” Building on the 9/11 Commission
recommendation to use the resources of the Army Signal Corps, the Secretary isto
consult with the Secretary of Defense in the development of the pilot projects,

5 p|. 108-458, Title VII, Subtitle C, Sec. 7303 (d), ‘ Sec. 510 ().
55 L. 108-458, Title VII, Subtitle C, Sec. 7303 (d), * Sec. 510 * (b).
% p |, 108-458, Title VI, Subtitle C, Sec. 7304 (a).
57 p L. 108-458, Title VI, Subtitle C, Sec. 7304 (b).
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including review of standards, equipment, and protocols.® DHS was to have
established at least two pilot projects in high threat or urban areas for interagency
communications by March 2005;> as of the date of this report, this program isin
review.

Proposed Legislation for Urban Areas. Underscoringtheneedtoaidfirst
respondersin urban areas, H.R. 1795 (Representative Maloney) would require DHS
to provide a communications system for the New York City Fire Department,
including radios for the entire department and upgrades to its dispatch system. The
bill specifiesthat such a network should be “ seamless from the receipt of a911 call
to the dispatch of thefirefighter,” and interoperable with other public safety offices
within the city. Other systems requirements include being able to transmit a
firefighter’ sidentity and location; sufficient capacity to send, inreal time, dataabout
buildings and property; performance tested for operation in “all locations and under
all conditions in which firefighters can reasonably be expected to work....”

Funding Programs, Selected Issues. Grantsthat have helped to pay for
new programs for interoperability have come from a number of federal sources,
notably from Department of Justice programs and, within the Department of
Homeland Security (DHS), from the Federal Emergency M anagement Administration
(Emergency Preparedness and Response Directorate) and the Office for Domestic
Preparedness (ODP) in the Border and Transportation Security Directorate. Grant
programs such as those at ODP for Urban Area Security and High-Threat Urban
Areas are on-going.®

A bill to offset proposed budget cutsin some of the funding programs, among
other purposes, has been introduced by Senator Joseph R. Biden, Jr. The 9/11
Commission Recommendations Implementation Act (S. 2412) addresses a number
of issues and proposals raised by the 9/11 Commission. First responders needs are
addressed in the bill, primarily in authorizations to restore or increase funding to
programsthat pay for equipment, including the Urban Area Security Initiative Grant
Program.

Provisions of the Intelligence Reform and Terrorism Prevention Act permit
federal funding programs to make multi-year commitments for interoperable
communications for up to three years, with a ceiling of $150 million for future

58 p L. 108-458, Title VI, Subtitle C, Sec. 7304 (d).
5 p L. 108-458, Title VI, Subtitle C, Sec. 7304 (a).

€ For full details, please refer to CRS Report RS21677, Office for Domestic Preparedness
Grants for 2004: Sate Allocation Fact Sheet; CRS Report RL32696, Fiscal Year 2005
Homeland Security Grant Program: Sate Allocations and Issues for Congressional
Oversight; and CRS Report RS22050, FY2006 Appropriations for Sate and Local
Homeland Security, all by Shawn Reese. A report from the Government Accountability
Officeprovidesmany detail sabout fundingfor first responders, especially grantsfrom ODP:
Management of First Responder Grant Programs and Efforts to Improve Accountability
Continue to Evolve, April 12, 2005, GAO-05-530T.
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obligations.®* Theact authorizesannual sumsfor aperiod of fiveyearsto be used for
programs to improve interoperability and to assist interoperable capability in high-
risk urban areas; the 2005 authorization is $22,105,000; the amount rises each year
to $24,879,000 in 2009.

Some Recommendations from the Public Safety Sector

The debate about public safety communications and the role of federal policy
islong running. Theframework for current discussions—which accommodate recent
advances in technology—most likely dates to areport in 1996 by the Public Safety
Wireless Advisory Committee (PSWAC).%

Listed below are some key components of a desirable public safety
communications policy for first responders described in the PSWAC study and in
more recent reports, testimony, and other comments cited in this report. According
to these sources, anational policy for public saf ety communi cations needsto address
and correlate amyriad of complex goals, such as

e Coordinated assignment and use of spectrum at variousfrequencies.

e Muscular and sustained efforts to complete the development and
application of technical and operational standards.

e Public sector adaptation of new technologiesalready availableinthe
private sector such as for high-speed, data rich, and video or image
transmissions.

e Long-term support of research and devel opment for new technol ogy.

e Coherent goals that encourage private investment in technology
devel opment.

o Nationwidenetwork of communications operations centers(regional
signal corps) that can serve as back-up facilitiesto each other and to
state and interstate centers and networks.

e Interoperability of communications among first responders and
public safety agencies.

e Manageria structure that can successfully coordinate not only
disparate federal, state, and local agencies but also the different
cultural and technical needs of independent first responder units.

e Framework to match policy goals with implementation needs to
assure the effectiveness of federal funding for programs and grants.

81 pL. 108-458, Title VI, Subtitle C, Sec. 7303 ().

62 The Public Safety Wireless Advisory Committee (PSWAC) was chartered in 1995, at the
request of Congress, to study public safety spectrum and make recommendations for
meeting spectrum needs through the year 2010. The following year, PSWAC submitted a
report containing recommendations for the improvement of public safety communications
over wireless networks. Final Report of the Public Safety Wireless Advisory Committee,
September 11, 1996.
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Appendix | - Federal Administration

The lead federa program for fostering interoperability is administered by the
Wireless Public SAFEty Interoperable COM munications Program, dubbed Project
SAFECOM,® part of the Department of Homeland Security. The key federal
agenciesfor spectrum management infirst responder communicationsarethe Federa
Communications Commission (FCC) and the National Telecommunications and
Information Administration (NTIA). Among other responsibilities, the FCC
supervises spectrum for non-federal public safety agency communications. The
NTIA—rpart of the Department of Commerce—administers spectrum used by federal
entities. SAFECOM has not to date played amajor rolein spectrum policy. DHS has
created an Office of Interoperability and Compatibility (OIC) of which SAFECOM
isapart. In June 2004 DHS announced the creation of a Regional Technology
Integration Initiative. DHS has also announced the organization of a National
Incident M anagement System (NIMS) inresponseto aPresidential Directive (HSPD-
5).% A NIMS Integration Center is planned to deal with compatibility and could be
responsible for at least some interoperable communications.

National Telecommunications and Information Administration

To address the need for interoperability spectrum, in June 1999 the NTIA
designated certain federally-all ocated radio frequenciesfor use by federal, state, and
local law enforcement and incident response entities. The frequencies are from
exclusive federa spectrum, and are adjacent to spectrum used by state and local
governments. NTIA’ s “interoperability plan,”—devel oped in coordination with the
Interdepartmental Radio Advisory Committee (IRAC)®—is used to improve
communicationsin responseto emergenciesand threatsto public safety. 1n 1996, the
NTIA created apublic safety program to coordinate federal government activitiesfor
spectrum and telecommunicationsrelated to public safety. Today, its successor, the
Public Safety Division of the Office of Spectrum Management, participates in
various initiatives to improve and coordinate public safety communications. The
Division is preparing a Spectrum Efficiency Sudy and an Interoperable
Communications Summary Guide.*® Two forums on public safety and spectrum use
have been sponsored by the NTIA, onein June 2002 and another in February 2004.%

& Additional information is at [http://www.saf ecomprogram.gov/SAFECOM/].

% Full document at [ http://www.dhs.gov/i nterweb/assetlibrary/NIM S-90-web.pdf]. Viewed
October 13, 2005.

& |IRAC, with representation from 20 major federal agencies, develops policiesfor federal
spectrum use, and representsthe United States at International TelecommunicationsUnion
conferences. See[http://www.ntia.doc.gov/osmhome/irac.html]. Viewed October 13, 2005.

€ Additional information at [http://ntiacsd.ntia.doc.gov/pubsafe/]. Viewed JOctober 13,
2005.

67 Agenda and reports of the 2004 Public Safety Forum are available at
[ http://www.ntia.doc.gov/ntiahome/ntiageneral /specinit/forum2/]. Viewed October 13,
2005.
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Federal Communications Commission

Over roughly the last 20 years, the FCC has initiated several programs that
involve state, local, tribal and—usually—private sector representatives. In 1986, it
formed the National Public Safety Planning Advisory Committee to advise it on
management of spectrum in the 800 MHZ band, newly designated for public safety.
Thefollowing year, the FCC adopted aPublic Saf ety National Planthat, among other
things, established Regional Planning Committees (RPC) to develop plans that met
specific needs. The FCC encourages the formation of RPCs with a broad base of
participation. The RPCs have flexibility in determining how best to meet state and
local needs, including spectrum use and technology.

Theregional planning approach is also being applied to spectrum in the Upper
700 MHz band.® Technical and operational standards, including interoperability
standards, were devel oped and recommended to the FCC through the Public Safety
National Coordination Committee (NCC). Standards for narrowband radio
applications, for example, were recommended to the FCC and adopted in early
2001. Established by the FCC in 1999 and ended in 2003, the NCC had a Steering
Committee from government, the public safety community, and the
telecommunications industry.

Homeland Security. After Hurricane Katrina, the FCC established a panel
to examinetheimpact of Hurricane Katrinaand make recommendationsto the FCC
regarding actions it might take to improve public safety operations, disaster
preparation, and network reliability.*® The independent panel is holding meetings
and soliciting comments regarding events during and after the hurricane and what
changes in communications infrastructure might be considered. The FCC has also
notified Congress of its plans to establish a Public Safety and Homeland Security
Bureau within the agency. The new bureau would have responsibility for
coordinating public safety, homeland security, and disaster management activitiesat
the FCC."™

Among past actions by the FCC specifically in support of homeland security
were the chartering of the Media Security and Reliability Council (MSRC)™ and the
renewal of the charter for the Network Reliability and Interoperability Council
(NRIC).” Both of these are Federal Advisory Committees. MSRC has been active
in evaluating the effectiveness of the Emergency Alert System. The primary role of
NRIC is to develop recommendations for best practices for private sector
telecommunications to insure optimal reliability, interoperability, and connectivity

% See [http://wireless.fcc.gov/publicsafety/700MHz/]. Viewed October 11, 2005.

% FCC News, “Chairman Kevin J. Martin Names Nancy J. Victory as Chair of the Federal
Communications Commission’s Independent Panel Reviewing the Impact of Hurricane
Katrina on Communications Networks,” November 28, 2005 at [ http://www.fcc.gov].

" FCC News, “FCC Adopts Plan to Establish a Public safety and Homeland Security
Bureau,” March 17, 2006 at [http://www.fcc.gov].

™ See [http://www.fcc.gov/M SRC/Welcome.html]. Viewed October 13, 2005.
2 See [http://www.nric.org].
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of networks. The current NRIC focus groups are: Near Term Issues, E911; Long
Term lIssues, E911; Best Practices, E911 and Public Safety; Emergency
Communications Beyond E911; Best Practices, Homeland Security - Infrastructure;
Best Practices, Homeland Security - CyberSecurity; Best Practices, Wireless
Industry; Best Practices, Public Data Networks,; and Broadband.

Spectrum and Interoperability. The FCC’sstrategic goal for spectrumis
to “Encourage the highest and best use of spectrum domestically and internationally
in order to encourage the growth and rapid deployment of innovative and efficient
communications technologies and services.”

Regarding interoperability, the FCC describes its role as “directing efforts
toward alocating additional spectrum for public safety systems, nurturing
technol ogical developmentsthat enhanceinteroperability and providingitsexpertise
and input for interagency efforts such as SAFECOM.” * However, the FCC asserts
that there are limitations on what it can do. “The Commission is only one
stakeholder in the process and many of the challenges facing interoperability are a
result of the disparate governmental interests. . . making it difficult to develop and
deploy interoperable strategies uniformly.””

Department of Homeland Security

National Response Plan. TheNational Response Planlaysout organization
chartsfor authority and responsibility in Incidents of National Significance and after
the declaration of adisaster or an emergency. One of the key playersfor emergency
communicationsisthe National Communications System (NCS). The primary role
of NCS is to assure federal communications and the integrity of certain vital
networks, such asfor banking. It alsoisprepared to assist in recovery and restoration
of servicefor commercial and emergency services. The NCShasno significant role
in providing emergency communications support for first responders. The job of
coordinating communications is assigned by the National Response Plan to the
Federal Emergency Communications Coordinator. As described in the plan, the
power of this position to command and deliver needed communications support is
limited, and in any event, it occurs after the fact.

Office of Interoperability and Compatibility. Thefunction of the Office
of Interoperability and Compatibility (OIC) is to address the larger issues of
interoperability. Among the goals of the OIC isthe “leveraging” of “the vast range
of interoperability programs and related efforts spread across the Federal
Government” to “reduce unnecessary duplication” and “ensure consistency” in

3 See [ http://www.fcc.gov/omd/strategicplan/#goals]. Viewed October 13, 2005.

™ Testimony of John B. Muleta, Chief, Wireless Telecommunications Bureau, Federal
Communications Commission at Hearing of the House of Representatives, Committee on
Government Reform, Subcommitteeon Technol ogy, Information Policy, Intergovernmental
Relations and the Census, “More Time, More Money, More Communication?,” September
8, 2004.

 |bid.
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“research and development, testing and evaluation (RDT&E), standards, technical
assistance, training, and grant funding related to interoperability.” To achievethis,
DHS will create within OIC “a series of portfolios to address critical issues.” The
OIC sinitial prioritiesarefor communications(SAFECOM), equipment, training and
“othersasrequired.” To fulfill the portfolios, OIC will use a* systems engineering
or lifestyle approach” to create “action plans.” These will be * developed through a
collaborative process that brings together the relevant stakehol ders to provide clear
direction on a path forward.” This “end-user” input is expected to produce “a
strategy and action plan” for each portfolio.” No time line for accomplishing these
planned steps has of yet been provided,

SAFECOM. With the support of the Administration, Project SAFECOM was
designated the umbrella organization for federal support of interoperable
communications. It was agreed within DHS that SAFECOM would be part of the
Science and Technology Directorate, in line with a policy for placing technology
prototype projects under a single directorate; this decision was reportedly based on
the research-oriented nature of the programs envisioned for SAFECOM by its
administrators.”” The Intelligence Reform and Terrorism Prevention Act affirmed
this decision by giving DHS the authority to create an office for interoperability
within the Science and Technol ogy Directorate and to manage SAFECOM as part of
that effort.”® SAFECOM hasrel eased atempl atefor interoperability planning that can
be used by states to establish a strategy for interoperability” and is preparing a
methodology to establish a baseline for interoperability achievements as an
evauation tool to measure the success of future interoperability programs.
SAFECOM expects to release initial findings on the baseline measurement some
timein 2006.%

SAFECOM absorbed the Public Safety Wireless Network (PSWN) Program,
previously operated jointly by the Departments of Justice and the Treasury. PSWN
was created to respond to recommendations made by the Public Safety Wireless

® Testimony of Dr. David G. Boyd, Program Manager, SAFECOM and Deputy Director,
Office of Systems Engineering & Development, Science and Technology Directorate,
Department of Homeland Security, Hearing of the House of Representatives, Committeeon
Government Reform, Subcommittee on National Security, Emerging Threats, and
International Relations, “Public Safety Interoperability: Look Who's Talking Now,” July
20, 2004.

""“Homeland Security Starting Over With SAFECOM,” Government Computer News, June
9, 2003.

78 p L. 108-458, Title VI, Subtitle C, Sec. 7303 (a) (2).

9 Statewide Communication Interoperability Planning (SCIP) Methodology, SAFECOM
Program, Directorate of Science and Technology, Department of Homeland Security at
[ http://www.saf ecomprogram.gov/SAFECOM/library/interoperabilitycasestudies/1223 s
tatewidecommunications.htm]. Viewed February 2, 2006.

8 QOral testimony of Dr. David G. Boyd, Program Manager, SAFECOM and Deputy
Director, Office of Systems Engineering & Development, Science and Technology
Directorate, Department of Homeland Security, at hearing, House of Representatives,
Committee on Energy and Commerce, “Public Safety Communications from 9/11 to
Katrina: Critical Public Policy Lessons,” September 29, 2005.
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Advisory Committee regarding the improvement of public safety communications
over wireless networks. PSWN operated as an advocate for spectrum management
policies that would improve wireless network capacity and capability for public
safety. SAFECOM, however, hasno authority over spectrum management decisions.
The following quote is a summary of SAFECOM'’s position on spectrum policy.

Spectrum policy is an essential issuein the public safety communication arena.
Unfortunately, State and local public safety representatives are frequently not
included in spectrum policy decisions, despite their majority ownership of the
communications infrastructure and their importance as providers of public and
homeland security. SAFECOM will hence play arolein representing the views
of State and local stakeholders on spectrum issues within the Federal
Government. Last year, SAFECOM was appointed to an interagency Spectrum
Task Force to contribute such views, and the ongoing working rel ationship that
has developed between SAFECOM and the FCC will, we believe, pay huge
dividendsin the future.®

SAFECOM was chosen in October 2001 as one of 24 e-government initiatives.
It was categorized as a government-to-government initiative in the origina
strategizing for e-government programs.?> When SAFECOM was created in 2001,
the managing partner for SAFECOM was the Department of the Treasury.
Subsequently, the program was assigned to the Federal Emergency Management
Agency (FEMA), following FEMA when it moved to the Emergency Preparedness
and Response Directorate of the Department of Homeland Security (DHS). Once at
DHS, SAFECOM was assigned to the Directorate of Science and Technology. As
the Government Accountability Office (GAO) has noted in testimony and reports,®
the change in leadership has delayed progress at SAFECOM. The GAO has aso
expressed concern over a lack of leadership and focus and raised questions of
governance. Testimony by David Boyd® has stressed theimportanceto SAFECOM
of more authority in certain funding decisions and in its interactions with other
federal agencies, and the need for an in-depth gap analysis—the assessment of
current level sof interoperabl e communi cations capability compared to requirements.

& Boyd, Hearing, July 20, 2004.

8 Office of Management and Budget, |mplementing the President’s Management Agenda
for E-Government: E Government Strategy, February 27, 2002, p.13.

8 For example, U.S. Government Accountability Office, Federal Leadership and
Intergovernmental Cooperation Required to Achieve First Responder Interoperable
Communications, GAO Report GAO-04-963T (Washington: July 20, 2004); and U.S.
Government Accountability Office, Federal Leadership Neededto Facilitate Interoperable
Communications Between First Responders, GAO Report GAO-04-1057T (Washington:
September 8, 2004).

8 Testimony of Dr. David G. Boyd, Program Manager, SAFECOM and Deputy Director,
Office of Systems Engineering & Development, Science and Technology Directorate,
Department of Homeland Security, Hearing of the House of Representatives, Committeeon
Government Reform, Subcommittee on National Security, Emerging Threats, and
International Relations, “Public Safety Interoperability: Look Who's Talking Now,” July
20, 2004 and Hearing of the House of Representatives, Committee on Government Reform,
Subcommittee on Technology, Information Policy, Intergovernmental Relations and the
Census, “More Time, More Money, More Communication?,” September 8, 2004.
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The GAO hasrecommended that the Director of the Office of Management and
Budget work with DHSto review SAFECOM’ s functions and establish along-term
program with appropriate authority and funding to coordinateinteroperability efforts
across the federal government.®

Other notable observations from the GAO include:

e Thefragmented federal grant structure for first responders does not
support statewide interoperability planning. SAFECOM has
developed grant guidance for interoperability, but cannot require
that consistent guidance beincorporatedinall federal first responder
grants.

e The federa government can provide the leadership, long-term
commitment, and focus to help state and local governments meet
interoperability goals. For example, the federal government can
provide the leadership and support for developing (1) a national
database of interoperable communications freguencies, (2) a
common nomenclaturefor  those frequencies, (3) a national
architecture that identifies communications requirements and
technical standards, and (4) statewideinteroperable communications
plans.®

SAFECOM, however, articul ated adifferent approach in testimony and its2003
Strategy Planning Session. In its strategy summary, it reported that it intends, over
the course of 10 to 20 years, to “Adopt a national strategy from the bottom up to
incorporate effective public safety communications.”® Boyd also reaffirmed his
belief that “any effort to improve communications interoperability must be driven
from the bottom up.”® Thisapproach necessitatesafocuson communicationsat the
incident level. Atthislevel, SAFECOM appears to be giving the greatest attention
toimprovingradiointeroperability, particularly through thedepl oyment of cross-talk
hardware. This decision in turn leads to an emphasis on increasing the amount of
equipment standardization, improving operating standards and protocols, and
consulting on how toinstall and use new equipment. Accordingto Boyd' stestimony,
the focus for SAFECOM is on three areas: creation of an architectural framework,
the development of standards, and the coordination of federal activities® The
architectural framework isintended to aid SAFECOM in determining priorities for
the development of standards. The framework “will reflect a system-of-systems
approach to develop interface standards to help improve the problem of

& U.S. General Accountability Office, Federal Leadership Needed to Facilitate
Interoperable Communications Between First Responders, GAO Report GAO-04-1057T
(Washington: September 8, 2004).

% bid.

8 SAFECOM Strategy Planning Session,” Executive Summary, May 2003 Findings, p. 4.
8 Boyd testimony, September 8, 2004.

8 1bid.
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communicationsinteroperability.”* It appearsthat it will be modeled along thelines
of apyramid, with decision-making starting at the base and building up. Theorganic
nature of the SAFECOM model for infrastructure development apparently requires
along time-line (usually extending, in testimony, to 20 years) and resi sts description
interms of long-term goalsand deadlines. By describing itsachievementsand plans
within the framework of short-term milestones, many of which involve the
preparation of studies by outside consultants, SAFECOM appears to have avoided
addressing many of the strategic goals originally envisioned for its mission, without
an official explanation for the shift in emphasis.

SAFECOM Strategy as an E-Government Initiative. 1n 2002 and 2003,
OMB sequentially described SAFECOM’ smission, milestonesand goals. It appears
that many of these goals have not been met, or have been modified. The 2002 E-
Government Strategy document described SAFECOM’ s mission as follows:

For public safety officials to be effective in their daily responsibilities, as well
as before, during and after an emergency event, public safety agencies
throughout all levels of government, i.e. federal, state and local, must be able to
communicate with each other. Thisinitiative would addressthe Nation’ scritical
shortcomingsin efforts by public saf ety agenciesto achieveinteroperability and
eliminate redundant wireless communicationsinfrastructures. At the sametime,
it would assist state and local interoperability and interoperability between
federal public safety networks.

Valueto Citizen: Coordinated public saf ety/law enforcement communication will
result in saved lives, as well as better-managed disaster response. Consolidated
networks will yield cost savings through reduction in communication devices,
management overhead of multiple networks, maintenance and training.
Vauetothe Government: Billionsof dollarscould be saved through aright-sized
set of consolidated, interoperable federal networks, linked to state wireless
networks, resulting in a reduction in communications infrastructure, overhead,
maintenance and training.*

Milestones - 2002. InFebruary 2002, SAFECOM milestones, all planned for
completion by the end of that year, included the following:

¢ Definethe communicationsconcept of operationsfor interactionthat
identifies the communications requirements to address the two
highest probable threat scenarios: Bio terrorism and natural
disasters.

e Developanintegrated public safety response solution that addresses
the top two threat scenarios by using existing infrastructure
augmented by available commercia capability.

e Complete a gap analysis of existing inventories of public safety
wireless communications at federal, state and local level .

% bid.

%1 Office of Management and Budget, |mplementing the President’ s Management Agenda
for E-Government: E Government Strategy, February 27, 2002, p. 30.

%2 |pid., p. 15.
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Goals - 2003. In the April 2003 E-Government Strategy Report, the
immediate (2003) goals for SAFECOM were restated, as follows:

o Define the requirementsfor first responder interoperability at state,
local, tribal, and federal levels to develop along-term architecture.

o |dentify gapsbetween existing wireless systemsand interoperability
reguirements.

e Develop national architecture

o Develop concept of operations for interoperability.*

Many Goals Not Met. Comparing the stated goals of SAFECOM as an e
government program, with its current progress and programs, it appears that the
emphasishasbeen on short-termgoals. Thereisvirtually noindication, intestimony,
of long-term planning for national interoperability. Among its accomplishments,
SAFECOM has partly met the goal of devel oping arequirements statement with the
gualitative assessment of communications needs at theincident level, asprovidedin
the March 2004 “ Requirements’ document. A gap analysisisreportedly underway,
adelivery date of late 2005* has been extended to mid-2006.*> The “concept of
operations’ for “interaction” (2002) or “interoperability” (2003) could be equated
with the pyramid structure advocated by SAFECOM, discussed below, and thismay
provide the framework for an “integrated public safety response solution.” An
integrated response sol ution and anational architecture are promised for the future.®
The 2002 milestone of providing aplan to use“ existing infrastructure augmented by
available commercial capability” is being addressed if infrastructure is defined as
local radio communi cations equipment bolstered by cross-patch hardware. 1t isnot
being met, and seemsto have been rejected by SAFECOM, if infrastructureis meant
to include wide-area networks, Internet communications backbones and other
regional or national communications capacity that would provide broad-based
communications the support.

In testimony,®” OMB described SAFECOM goals asincluding the provision of
“interoperable wireless solutions for Federal, state, and local public safety
organizations,” that would include “coordination of all Federal interoperability

% Office of Management and Budget, |mplementing the President’s Management Agenda
for E-Government: E Government Strategy, April 2003, p. 30.

% U.S. Department of Homeland Security, Fact Sheet: Achieving First Responder
Communications Interoperability—a Local, State and Federal Partnership, at
[http://www.dhs.gov/dhspublic/].

% QOral testimony of Dr. David G. Boyd, Program Manager, SAFECOM and Deputy
Director, Office of Systems Engineering & Development, Science and Technology
Directorate, Department of Homeland Security, Hearing of the House of Representatives,
Committee on Energy and Commerce, “Public Safety Communications from 9/11 to
Katrina: Critical public Policy Lessons,” September 29, 2005.

% Boyd testimony, September 8, 2004.

% November 6, 2003 Statement of Karen Evans, Testimony before a subcommittee of the
House Committee on Government Reform, 108" Cong., 1% sess. (Hereafter cited as
November 6, 2003 Evans Satement.)
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efforts.” In OMB’ s description of long-term strategic goals, as outlined in the 2003
e-gov plan, there appears to be an implicit assumption that there are redundant
wireless communicationsinfrastructuresthat can be identified and eliminated. This
planning document describes the SAFECOM initiative as addressing “critical
shortcomings,” including two significant points where communications
interoperability is lacking; interoperability between state and local authorities, as
well asinteroperability between federal public safety networks. The plan indicates
that some (unidentified) networks would be consolidated to yield costs savings.
Further “Billions of dollars’ in savings are presumed by creating aright-sized set of
consolidated, interoperable federal networks, linked to state wireless networks. To
date, there appearsto be no information on SAFECOM plansfor improving wireless
communications networks at the national or regional level; the focus of the program
on hardware solutionsat theincident level would seem to preclude plansfor network
interoperability or the establishment of standardsfor new interoperabletechnologies
such as mesh networks or cognitive radios. Work at the incident level isprimarily
local, focused on short-range interoperability solutions. Wide area networks and
nationwide, end-to-end communications rely on technologies not being tested or
evaluated by SAFECOM at theincident level.

In particular, the build-from-the-bottom-up approach for interoperability,
advocated by SAFECOM, would appear to be at odds with the e-government goal of
achieving efficienciesat thecommunications network level. Modern networks, with
their incorporation of software programs on chips, other software-programmable
technol ogies, nanotechnology, and meshed communications systems, to cite some
examples, are generally built out from a common design, requiring some degree of
centralization. Inthat respect, the goals of the IWN appear to be more aligned to the
original goals of the e-government strategy. Its intentions include the construction
of a national network, the identification and prioritization of end-user functional
regquirements, and the use of open standards that would be adapted by other public
safety agencies.

Evolution of SAFECOM'’s Goals. Theexplanation of SAFECOM provided
in 2002 by OMB,* would suggest that the original mission was much broader than
the milestones that have been used to chart progress. It is possible, therefore, that
SAFECOM has not merely suffered delays because of changes in the managing
partner, as the GAO has observed,® but also because it has changed course,
redefining its purpose.

Regional Technology Integration Initiative

In June 2004, the Directorate of Science and Technology introduced a new
initiative to facilitate the transition of innovative technologies and organizational

% Office of Management and Budget, |mplementing the President’s Management Agenda
for E-Government: E Government Srategy, February 27, 2002, p.30.

% U.S. Genera Accountability Office, Federal Leadership and Intergovernmental
Cooperation Required to Achieve First Responder Interoperable Communications, GAO
Report GAO-04-740 (Washington: July 2004).
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concepts to regional, state, and local authorities.’® The initiative has selected four
urban areas from among those currently part of the Homeland Security Urban Area
Security Initiative. Two of the areas that have been reported as choices are
Cincinnati, Ohio and Anaheim, California.’®* Each areawill reportedly receive $10
million to expand new systemsthat test more advanced technol ogiesfor public safety
communications, including interoperability. Anaheim, for example, reportedly has
created a virtual operations center (instead of a building), relying on network
technology to connect police, fire, medical servicesand public utilitiesin case of an
emergency. The announced goal is to get al who respond to disasters and other
emergencies to work from a common base.'%

National Incident Management System (NIMS)

NIMS also has announced plans to address questions of interoperability and
communications, although no mention of spectrum policy is mentioned in the DHS
report on NIMS issued March 1, 2004.1 The objective for communications
facilitation is summarized as “devel opment and use of acommon communications
plan and interoperable communications processes and architectures.”* NIMS
envisions mandatory compliance with “nationa interoperable communications
standards, once such standards are developed.”*® These standards will include
interoperable wireless communications for “Federal, State, local and tribal public
safety organizations.” '

Integrated Wireless Network

The Integrated Wireless Network (IWN) for law enforcement is being planned
as a joint program by the Departments of Justice, the Treasury, and Homeland
Security. DHSisrepresented in the IWN Joint Program Office through the Wireless
Management Office of the Chief Information Officer.™® IWN, from its description,

100 DHS Press Releases, including “Homeland Security Launches Regional Technology
Integration Initiative in Seattle,” February 18, 2005 [http://www.dhs.gov/dhspublic/
display?content=4362] and  “Fact Sheet: Regiona Technology Initiative” at
[ http://www.dhs.gov/dhspublic/display?theme=43& content=3704]. Viewed September 13,
2005

101« Department of Homeland Security fundinginitiativeaimsto spur interoperability among
locals,” by Jim McKay, Government Technology, September 2004, p. 1.

192 1bid.

103 “National Incident Management System,” Department of Homeland Security, March 1,
2004, at [ http://www.dhs.gov/interweb/assetlibrary/NIM S-90-web.pdf]. Viewed September
14, 2005

104 b, p. 11.
195 | hid., p. 50.
106 b, p. 52.

107 Memorandum of Understanding Between the Department of Homeland Security, the
Department of Justice, and the Department of the Treasury Regarding a Joint Tactical
(continued...)
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will havelimited interoperability at the stateand local level. Thedescribed objective
of IWN is network integration for “the nation’s law enforcement wireless
communication, and data exchange capability through the use of a secureintegrated
wireless network.” 1%

National Communications System

The Nationa Communications System is assigned responsibility for
telecommuni cationsunder the Secretariat of Information Analysisand Infrastructure
Protection within DHS.™® It was originaly within the Department of Defense,
established by Executive Order in 1984 “to assist the President ... in 1) the exercise
of the telecommunications functions and responsibilities, and (2) the coordination
of the planning for and provision of national security and emergency preparedness
communications...” It consults with the National Security Telecommunications
Advisory Committee (NSTAC), among others, on issuesrelated to national security
and emergency preparedness telecommunications. It isclosely linked to the White
House through NSTAC, which advises the President on national security
telecommuni cations matters, and the National Security Council ™

Its primary functionsfor National Security and Emergency Preparedness areto
assure critical telecommunications access for selected federal and state agencies, to
coordinate restoration of service with the private sector, and to establish prioritiesin
the restoration of service. Among its servicesin time of disaster, NCS operates the
National Coordinating Center (NCC) for Telecommuni cations—which coordinates
public and private sector efforts to restore telecommunications—and manages an
Individual Mobilization Augmentee program to in bring civilian and military
reservists to assist recovery efforts.**

Other Coordinating Bodies

SAFECOM hascreated aFederal Interoperability Coordination Council (FICC),
made up of “all the federal agencieswith programsthat address interoperability.” **2
Previoudly, as part of its e-government mandate to rationalize federal programs for
interoperability, SAFECOM met with representatives from 60 different programs
operated by the federal government or funded by or partnered with afederal agency.
Many of these programs include state committees and national associations such as
the Association of Public-Safety Communications Officials - International

107 (..continued)
Wireless Communications System, at [http://www.usdoj.gov/jmd/iwn/schedul e.html].
Viewed October 13, 2005.

108 Request for Comment, Draft Phase 2 Request for Proposals, October 13, 2004, C.2.3 (a),
page 8 at [http://www.usdoj.gov/jmd/iwn/schedule.html]. Viewed October 13, 2005.

1% Homeland Security Act of 2002, P.L. 107-296, Sec. 201 (€) (19) (g) (2).
10 See [http://www.ncs.gov].

111 See [http://www.ncs.gov/services.html].

12 Boyd testimony, September 8, 2004.
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(APCO)."® Part of the Nationa Coordination Committeg's mission was to
encouragethecreation of StatewideInteroperability Executive Committees(SIEC),**
totakepart in coordination efforts. TheNational Public Safety Telecommunications
Council (NPSTC) is another important coordinating body. NPSTC unites public
safety associationsto work with federal agencies, the NCC, SIECs and other groups
to address public safety communications issues.™® It has been supported by the
AGILE Program, created by the National Institute of Justice (N1J)."® AGILE has
addressed interim and long-terminteroperability solutionsin part by testing standards
for wireless telecommunications and information technology applications. The
AGILE Program also has provided funding to Regional Planning Committees for
start-up costsand the preparation and distribution of regional plans. AGILE hasbeen
restructured, replaced by a more limited function in Communications Technology,
CommTech. CommTech is not designed to play a primary role in coordinating
interoperability policy within the public safety community.

The SIECs, NPSTC, Regional Planning Committees and other federally-
supported but not federally-directed organizations play key roles as facilitators in
advancing programs for public safety communications. In recent testimony quoted
above,*'” both SAFECOM and the FCC have described their roles primarily as
facilitatorsalso. SAFECOM and DHS, initsplansfor the Office of Interoperability
and Compatibility, seemto placeahigh priority on consultativefunctions. It appears
that OIC policy will focus on portfolios of recommendations for achieving
interoperability at an incident site and not on establishing the higher levels of
interoperability provided by network support and back-up from regional
communications command centers. In its discussions of Emergency Operations
Centersand Incident Command Systems, however, NIM S seemsto i ndi cate the need
for anational network architectureand fixed aswell as mobile operations centersfor
communications network support. The Regiona Technology Integration Initiative
has been established to Act as a catalyst between existing technology used by first
responders and the innovative technology needed in the future. It seeksto work at
thelocal, state and regional levels but appearsto favor solutions that can be applied
on aregional basis.

113 See [ http://www.apcointl.org/] .

14 A discussion of the role of SIECs, and a recommendation to mandate their use, is
contained in testimony by Stephen T. Devine, Missouri SIEC Chairperson, Missouri State
Highway Patrol, at Hearing of the House of Representatives, Committee on Government
Reform, Subcommitteeon National Security, Emerging Threats, and International Relations,
“Public Safety Interoperability: Look Who's Talking Now,” July 20, 2004.
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